Abstract-Digital forensics has become a prevalent force in the field of computer security; aiding in determining events that may or may not have taken place. Academia has taught computer forensics students that one of the most important elements of the digital forensic process is having a working copy of the original device. Though this concept works well with computers and laptops, it does not with smartphones. At this point, a bit-for-bit image of a smartphone cannot be made. Furthermore, any action taken on a smartphone is logged and therefore, attempting to create a copy would in essence change the state of the device; making the use of hashes null and void. In an effort to realize interesting and unique forensic patterns in the operations of smartphones, two experiments were designed using XRY, DiffMerge, and four smartphone devices: RIM Blackberry 8703e, Blackberry 7103, Blackberry 8530, and Symbian HTC TouchPro 6850. These experiments allowed the researchers to compare and contrast the four smartphones not only by the specific device but by carrier, manufacturer, file size by category, file size by test, and folder size in terms of how the kernel deals with file stores, edits, and deletes after specific user operations. The outcome of the experiments resulted in a process that helps the forensic examiner to manually inspect a device while being aware of the path of contamination introduced to the device through user functions. The goal of this research is to create an open debate in the forensic community about the consideration of different standards when examining smartphones, one of which would be the acceptance of change.
I. INTRODUCTION Digital Forensics has become more popular over the last decade given the threat of cyber warfare, cyber terrorism, and other computer related incidents. Small Scale Digital Device Forensics, an umbrella of Digital Forensics, is a somewhat new field being that small portable devices with internet connections have become all the more trendy over the past few years. It is important to note that according to [1] , smart devices such as smartphones, portable games, iPads, iPods, and the like will become the most widely used devices to connect to the internet in 2013. It is also believed that the smartphone has replaced the landline phone in most of the United States as the main source of communication.
Because of the increasing usage of smartphones, it is apparent that the forensic examiner will deal with these devices more frequently. Currently, there is no approach that is defined as forensically adequate that can be used to inspect these devices because the process models available were developed with a focal point on the computer and are not well-suited for the examination of a smartphone. Although the smartphone has characteristics that are similar to computers, they are not categorized as such and therefore should not be forensically examined as such.
In the examination phase of a computer forensic investigation, a bit-for-bit image of the hard drive is taken. Before this occurs, a hash value is generated from the original piece of evidence. An MD5 hash is also generated on the copy showing that no information has been altered from one point to the next. This step is extremely useful in court testimony as it ensures the chain of custody and the evidence can be verified and validated. When dealing with smartphone devices, examiners cannot take a bit-for-bit image of the on board memory because it is not possible to do so. And even if it were, performing any action on a mobile device such as a smartphone requires log files being written to that device which in essence changes the state of the device. This means that if a hash were to be taken of both the original smartphone and the copy, they would not match due to the new state of the device [2, 4] .
In an effort to realize interesting and unique forensic patterns in the operations of smartphones, the researchers designed two experiments to reveal any trends if they exist. Four different mobile devices with two OS platforms are used: RIM and Symbian. The experimental logic is described below.
II. EXPERIMENTAL LOGIC DESIGN
Because many mobile OS devices contain proprietary software, the full operation of each has not been realized by forensic examiners [2, 4] . In most cases, without the needed equipment and software for each, the kernel is unreachable [5] . In others, the kernel may still be inaccessible. In order to help combat this issue, an experiment was designed that can reveal how the kernel deals with file stores, edits, and deletes after certain operations. Knowing this information may help an examiner at certain points in the examination. It may even help to negate or support the testimony of a potential witness, victim, or offender. The following categories are studied: browser operations, call operations, messaging operations, contact operations, and camera operations. Table 1 provides the specific tests performed and the categories in which they belong. The four smartphones used in this experiment have varying levels of operation. The Blackberry 8530 (CDMA) RIM v5.0.0.654 is functional and previously under contract with Alltel®. The Blackberry 7130e (CDMA) can be powered on, but with an error on the screen which reads, "Device Error: 348 Reset". After researching this error, the suggestion was to reinstall the OS. The researcher attempted to reinstall the OS twice, but the installation failed. The OS originally installed on the device was RIM v4.1. The Blackberry 8703e (CDMA) RIM v4.10.344 is functional and previously under contract with Verizon®. The Nokia 5230 Nuron was previously under contract with T-Mobile® with a Symbian OS v9.4. Table 2 shows a breakdown of devices examined by carrier and OS.
The limitations of the experiments were that every test could not be performed on every phone because the devices are not activated, but the researchers still conducted the experiments as though they were when possible. The logic behind this is that the file being edited or created concerning that experimental category should still log some sort of error, therefore creating a change in the state of the device. In order to capture the data, a spreadsheet for each device was created. In each spreadsheet, the name of the experiment conducted is listed on the left and the corresponding filename is in the cell next to it. The column headings contain the different modes in which the device was processed. The goal of each experiment is to assist in determining the path with the smallest possibility of contamination when examining a device manually. This path is determined by computing the percent of change with respect to file size and the number of files that change between states. This will reveal how much the memory of the device changes between states thus, divulging which category and/or activity in Table  3 alters memory most significantly. Each category will be ranked with respect to percent difference from least to greatest. Ordering the categories in this fashion allows the proposed model to be edited in a way that considers how much the examiner will change the devices' memories during a manual examination. The first experiment involves securing the files generated by XRY and capturing the size of each at the byte level. The files will be compared to others in 40 separate tests within their particular smartphone category with respect to the size, carrier, OS, and device. Doing so enables the author to compute the differences in size by test as well as by category. This affords us the knowledge of discovering which categories offer the least and most file size change. When dealing with the changes in file size, the results can only take on one of three options. Either the size will increase, decrease, or have no change. Given these options, the researcher was able to provide projections of how each XRY file would be affected by each test.
In the second experiment, the XRY file from the first experiment is exported to the hard drive as a hierarchical folder containing all the files and folders extracted from each device. The number of files within the folder structure that differ from one state to the next are compared by inputting the two folders that compose a test into the SourceForge DiffMerge version 3.3.2 software. The number of identical, different, and unique files, as well as the number of folders will be identified. From these experiments, each test within each category can be ranked from least to greatest amount of change with respect to the percentage of change reported.
These experiments can add substance to a forensic examination by providing an examiner data which informs him on how to proceed when analyzing a smartphone manually. Some investigations may not reach a court of law because that is not what the victim desires. Also, in smaller more rural areas, investigators may not be equipped with the tools needed to handle a smartphone examination in a manner that is acceptable in a court of a law. This portion of the research will allow these examiners to know which category the examination should begin with in order to lessen the amount of contamination that will take place within the file system of the device. With repeat experiments, examiners may be able to track the changes applied and show that the change is standard across all devices containing that specific operating system. The following section provides an analysis of the experiments performed and the results of each.
III. EXPERIMENT 1: FILE SIZE DIFFERENCE In this experiment, the files are compared to others within their smartphone category with respect to the size, carrier, and platform. Before experimentation began, the author coded each test using a unique ID and developed projections regarding the outcome of each test. The unique IDs are decoded in Table 3 . Table 4 reflects these data coupled with the actual results. There were a total of 40 tests over 7 categories conducted. All categories coincide with those in Table 1 with the exception of the Miscellaneous Category. This group was added because there are some tests conducted that are unique to a specific device. For example, only RIM devices are required to activate via the enterprise server and no device with a different platform can attempt to do so. Therefore, Test E-IE and Test E-ELAN belong to the Miscellaneous Category and are only applicable to RIM devices.
Of the 40 tests conducted, at least one or more of the devices conform to 16.6% of the projected results. 20% of the tests are not predicted due to an uncertainty by the author and therefore, the projected result is coded as undecided (U). There are four other codes in the table, I, D, NC, and N/A, which are acronyms for the following: increased in file size, decreased in file size, no change in file size, and not applicable. Some of the entries in the table have a red font. These are the actual results that contradict the projected results given by the author. Test V-IP is the only test in which every device performs similarly and as projected with the exception of the Nokia 5230. The call category is not applicable to the Nokia 5230 in this experiment and therefore cannot be included in the analysis of that category. In the remainder of the tests, none of the devices perform as predicted.
The actual results show the relationship between devices based on how similar or dissimilar they perform. Across the battery of tests, The Blackberry 8530 performs most similarly to the Blackberry 8703e where 27.5% of the tests are equivalent whereas it is least akin to the Nokia 5230 performing similarly in only 2.5% of the tests. The Blackberry 8703e performs most similarly to the Blackberry 8530 and is least akin to the Nokia 5230 matching only 2.5% of the time. Lastly, the Nokia 5230 performs least similarly to the Blackberry 8530 and the Blackberry 8703e with a percentage of 2.5% of matching results.
Considering how the devices compare regarding carrier, it can be deduced that these six categories perform independently. The Blackberry 8530 and the Blackberry 8703e are the most compatible of all the devices but are handled by two different carriers, Alltel and Verizon respectively.
Regarding platform, the least astonishing result is that both RIM devices are most like each other and they both share the same platform that each is dislike; Symbian. Overall, the devices can be ranked by which device performs the most like all the other devices to which device performs the least like all the others. Of all the tests, the Blackberry 8530 performs like one or more of the devices over the battery of tests 12.5% of the time, the Blackberry 8703e 10.8% of the time, and the Nokia 5230 3.8% of the time.
This experiment allows one to evaluate which devices are more like others regarding smartphone category. Given these results, outcomes with respect to the amount of change that takes place within each category can be computed depending on the device.
Ranking the devices by the average amount of change that takes place in each category allows us to name the area of each device where file size will be affected the least and the most by manual manipulation. The order of examination cannot be stated with great confidence because all the devices did not contain results for each test. The following results are based solely on change to file size. When examining the Blackberry 8530, the order should be as follows: picture, contact, browser, call, MMS, and SMS. The data provide an order as follows for the Blackberry 8703e: contact, call, and SMS. The remainder of the categories contains no results. The author believes that if the device yielded results for each test as did the Blackberry 8530, the order would be the same. The Nokia 5230 has categories that contain no results and both therefore show four of the six categories in its order of examination and should be examined in the following order: SMS or MMS, picture, and contact. 
IV. EXPERIMENT 2: AVERAGE CHANGE IN FILE CONTENT
In both experiments, XRY writes a specific set of information to each examination file. The difference is that in Experiment 2, this information is arranged in the form of files at the root of the folder which alter the outcome of the experiment. As an aside, these files were counted in the analysis of the results. XRY also alters the state of most of the devices or instructs the examiner to do so before experimentation began. Following is an outline of the extraction media, the data limitations, and the changes made to each device.
The Blackberry 8530 has a recommended media connection of a microUSB cable. Data such as SIM contacts, calls, and SMS, bookmarks, IMSI, phone number of the device, PC & device clock, and the SMS service center number are not available. Files and MMS are only partially supported. XRY makes no changes to memory, but before any information can be retrieved, the state of the device has to be altered to ensure that "media card support" is set to "on", "encryption mode" is set to "none", "mass storage mode support" is set to "on", and "auto enable mass storage mode when connected" is set to "yes" [3] .
The recommended media connection for the Blackberry 8703e is microUSB cable. The support of SIM contacts, calls, and SMS, bookmarks, IMSI, phone number of the device, PC & device clock are not available in this version of XRY. Files are only partially supported. Although, XRY makes no changes to memory and the device does not have to be altered in any way in order for extraction to begin, this device has only been tested as a Verizon operator. Being as such, XRY does not guarantee all functionality when examining devices with different carriers [3] .
The Nokia Nuron 5230 has a recommended connection of microUSB cable. SIM contacts, calls, or SMS are not supported but extraction of all other data is. XRY alters the state of the device by installing a connectivity assistant in memory. There is also an option to install the program on a memory card but uninstalling it is a manual task done by the user. Before XRY writes to the device, the examiner is advised to alter the state of the device in order to ensure that the certificate check is disabled and that the software installation option is set to "all" [3] .
In order to compute the difference in the number of files where the content differs, each folder structure representing each test was inputted into the DiffMerge software along with its comparison test folder structure. DiffMerge returned the number of identical and different files, the number of files without peers, and the number of folders. The percent difference in the number of files where the content changed was computed by adding the number of different files and files without peers and dividing by the total number of files within the folder structure. This number is then divided by 100.
Given the limitations of extraction by XRY, it is not surprising that the Nokia Nuron 5230 and the Blackberry 8703e only contain 1 folder for each of the forty tests. The Blackberry 8703e reports 1 file as identical, 4 files as different, and 0 files as being without peers. The 1 file on the Blackberry 8703e that is identical to all the other tests is a JPG file containing a picture of a Blackberry 8703e. Examination of the 4 files revealed that the amount of change in the number of files per test gives us an average change percentage of 80% for each smartphone category as follows: SMS, Contact, and Call. Of the 40 tests, 3 resulted in files without peers when examining the Blackberry 8530. Test S-IR lists 8 files as identical, 5 different, and 2 without peers. Tests C-NA and C-AD lists 8 files as identical, 5 as different and 1 file without a peer. The remainder of the tests lists 8 files as identical, 5 files as different and 0 files without peers. Examining the folder structure resulted in the discovery of another log file written by XRY, "Files-Unrecognized.txt". This is a log file generated by XRY that contains the name of the file, the path of the file on the device, the date and time created and modified, and four hash values of the file. Consequently, the Blackberry 8530 reports an average change percentage of 38.5% for each of the following smartphone categories: Picture, Call, MMS, and Browser. The Contact Category has an average contents change of 41.5% and the SMS Category an average change of 40.7%.
As in the first experiment, an order of examination can be deduced based on these results. The Blackberry 8703e has the same amount of categorical change and therefore this experiment does not assist in devising an order of examination for these devices. However, this order can be realized for the remaining devices.
Several of the smartphone categories result in the same percent of content change which happens to be the lowest amount of average change: MMS, Call, Browser, and Picture. Either of these categories can be examined resulting at the beginning of a Blackberry 8530 examination. The remaining categories should be examined in the following order: SMS, Contact. The order of manual examination for the Nokia Nuron 5230 is as follows: SMS, Contact, Picture, and lastly MMS.
Given the results from Experiments 1 & 2, the categorical examination order of each smartphone is given in Table 5 . The results from Experiment 2 superseding those of Experiment 1 unless there is only 1 test result available in one specific smartphone category. If this is the case, the results from Experiment 1 will take precedence. If there are several categories in Experiment 2 that result in the same average percentage of content change, Experiment 1 will take precedence as well. The rule of thumb is that the more files available for comparison in Experiment 2, the stronger the results.
Both experiments show that the Nokia Nuron 5230 has the least amount of change regarding the SMS Category and the second most amount of change in the Picture Category. Given that the Blackberry 8703e did not have results for several categories, it is deduced that since it performs most like the Blackberry 8530 that it will have an examination order similar to the device as well. This explains why the final order of the Blackberry 8703e does not mirror the order in Experiment 1.
V. CONCLUSIONS The goal of this research is to use this forum to begin a conversation about whether the digital forensics community should continue to "conduct business as usual" when dealing with smartphones and other mobile devices, or determine a different manner in which to handle these devices. It may be that the community has to approach the matter in an "outsidethe-box" sort of way. As a researcher in this area, I believe that one of the first topics of discussion should be the taboo word for all digital forensic practitioners, "change". It is clear that the current approaches do not conform well to the basic laws of digital forensics when dealing with smartphones. Because of this, maybe it is time to accept that change will occur in these devices during examinations and in turn, create standard processes that will incorporate the change.
There is no way we can standardize mobile device OS development so that there will never be another mobile OS to emerge. But, this research may lead to smartphone examiners feeling more confident in examining smartphones knowing that there is an available model that others can follow as well that has been tailored to the unique issues that limit smartphone forensics. Although in its infancy, this approach presents the opportunity for the refinement of smartphone forensic processes and may assist in launching the development of a forensically sound tool for any model smartphone. Further experiments such as these can aid the forensic community by discovering a baseline for change in specific model smartphones. In determining such a baseline, one may be able to prove that a set of functions occurred given the current state of the device.
